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Introduction

Introduction

The online environment has evolved dramatically in the last
three decades, shaping the way we connect with people,
the way we do business and especially the way we shop.
Consumers now have access to a wealth of
information, are faced with seemingly
unlimited choices and enjoy
unprecedented speed and convenience in
tackling daily tasks.
The internet has opened additional shopping
channels, made it easier for brands to
engage with customers, and has brought
the global market to their doorstep.
There are, however, some challenges; the
most prevalent one being cybercrime.
The online space has also made it easier
for criminals to target consumers,
sell counterfeit products, and take
advantage of genuine brands.
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As a result, brands are working hard to
protect their reputation, their consumers
and their bottom line, all in a changing
market. But how are consumers faring? Are
they still getting duped by counterfeiters?
How does this affect their trust of platforms
and online shopping? What role does
social media play in their online lives?
We tackled these and other questions
in our latest research, focusing on the
experiences and perceptions of 2,603
global online shoppers. Independent
research, commissioned by Vitreous World,
surveyed consumers from the U.K., U.S.,
France, Germany and Italy in August 2019.

Snapshot of findings

Snapshot of findings

Consumers expect brand owners to do more to
protect them online
63% of consumers don’t think enough is being done by brands, online marketplaces
and social media platforms to protect them from counterfeiters, fraud and cybercrime

Consumers are still falling victim to fraudsters online

19%

say they have been a
victim of ID theft

28%

say they have had their
personal details stolen
in a breach

33%

say they have
experienced credit card
or debit card fraud

31%

say they have
unintentionally bought
a fake product

Interestingly, these figures only reflect those consumers who realised they had fallen victim
to fraud, cybercrime and counterfeiting. In effect, these figures could be much higher.
Of the 31% of consumers that unintentionally bought a fake product online, 23% bought that
item via social media, either through a link in a social post or a sponsored social media advert.
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Snapshot of findings

Social media is a shopping destination,
but 92% of consumers have concerns
about it, including:
Payment security

59%
Quality of the product

56%
Safety of personal details

31%

of consumers do
shop via social media

55%
Unintentionally buying a fake

47%
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Of that figure, 66% of consumers trust
that information presented on social
media shopping platforms is accurate

The social storefront

The social storefront

There has been tremendous growth
in the use of internet for business and
personal activities, partly driven by the
proliferation of social media platforms.
There are currently 3.48 billion people
across the world actively using social
media. To put that into perspective,
that equates to 79% of the world’s
4.39 billion internet users1.
In the early days of the phenomenon,
the focus was on networking. Today, this
functionality has evolved to include voice,
video and picture sharing. Functionality
on the platforms started off basic, but
soon progressed to include photo
and video sharing, live streaming of
content, dating, shopping and more.
It is as a shopping channel that social
media is finding success. According to
Statista, the average online shopping
order placed via social media is $772.
Consumers use the sites to research
products, watch demonstrations,
read reviews and see what other
users are doing with the products.
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23%

of fakes unwittingly
bought were purchased
via social media
On the other side of the social media coin,
brands have shifted from using these
platforms as one-way advertising, to more
engaging channels that enable them to
interact with their customers, and direct
more traffic to their websites.
The majority (92%) of respondents had
concerns about shopping via social media
platforms. The reasons for this reticence
included payment security (59%), quality of
the goods (56%), safety of their personal
information (55%) and worry that the
products would be fake (47%).
The concerns are warranted; of the 31% of
respondents who unknowingly bought a
fake product, 23% of those purchases
occurred through social media.

1

https://wearesocial.com/blog/2019/01/digital-2019-global-internet-use-accelerates
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https://www.statista.com/topics/1280/social-commerce/

The social storefront

Concerned but confident

Reputation is everything

Despite these concerns, 31% of
respondents admit to using social media
platforms to shop, whether that is directly
from the site itself, through sponsored
adverts or clicking on links in social
media posts. Of those respondents
that do use social media as a shopping
channel, there is high confidence.

Brands are well-aware of the importance
of establishing and maintaining reputation,
not just in the online arena, but throughout
the market. Cybercriminals, counterfeiters
and those that abuse the brand can have
a detrimental impact on an organisation,
from revenue and customer trust, to market
confidence and shareholder value.

Two-thirds of consumers said they
trusted that the information shown by
shopping platforms promoted on social
media displayed accurate information.

This sentiment was highlighted in the
finding that shoppers value brand name
above all else when it comes to shopping
via social media. More than half (55%) of
respondents said they made their buying
decisions based on the brand name and
reputation. This was followed by peer
reviews (48%) and whether the channel
was liked by family or friends (34%).

While these respondents are comfortable
using this method of online shopping,
there are certain items they wouldn’t
buy through social media. When asked
which items they would never buy via
social, 27% said jewellery and 26% would
never buy health products. In addition,
27% would never book a holiday online
and 24% would never buy event tickets.
They are, however, confident
buying items such as clothing and
shoes, home accessories, electronic
goods and beauty products.
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The social storefront

Figure 1. What influences social media buying decisions?
Celebrity endorsement

Channel liked by family & friends

23%
Use of video

34%
Peer reviews

30%
Strong use of imagery

48%
Brand name & reputation

31%

59%
of respondents worry that
celebrity endorsements
for products found online
are fake.

55%

Interestingly, brands and not celebrities
have the biggest influence; only 23% said
celebrity endorsements had an impact
on their buying decisions.
This correlates to the fact that
shoppers are hesitant about believing
endorsements, with 59% of respondents
worrying that celebrity endorsements
for products found online were fake.
However, a proportion of shoppers were
more likely to buy certain products on
social media if they were endorsed by
celebrities. Clothing (27%) and cosmetics
(18%) were most cited, while jewellery
(12%) and diet or health products (11%)
were least cited.
The trend of shopping via social media isn’t
likely to abate. If it follows the same cycle as
online shopping, it is likely it will only
increase. As a result, it is vital that brands, in
collaboration with social media platforms,
ensure they have the right processes and
procedures in place to safeguard
customers from any threats.
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The online playground

The online playground

Since the first online
marketplace transaction
took place in 1994 ,
consumers have become
more and more
comfortable purchasing
products via the internet.

There are still items that consumers prefer
to buy in a physical store, including:

3

Today, an estimated 1.8 billion people
all over the world do it4. While more
purchases still take place in physical
stores, there is growth in online shopping,
with global online sales increasing 18%
in 2018, reaching almost $3 trillion5.
This sentiment is reflected in our research;
looking at online shopping behaviour
as a whole, 46% of consumers do up to
one-quarter of their shopping (outside
of grocery) online, and 23% do between
26%-50% of all shopping via the internet.
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3

https://en.wikipedia.org/wiki/Online_shopping

4

https://www.statista.com/topics/871/online-shopping/

5

https://www.statista.com/topics/871/online-shopping/

58%
Clothing

55%
Shoes

50%
Furniture and
electronics

These items are typically those that
consumers like to see first-hand, touch
and try out. In addition, buying larger
products in store can also make it easier
to return or replace if they are faulty.

The online playground

The growth in ecommerce could perhaps
be attributed to confidence; as with the use
of any new technology, the longer it is in
use, the more users are comfortable with
it. The same could be said for shopping
online; respondents demonstrated high
levels of confidence in using brand websites
(94%), smartphone apps (90%) and online
marketplaces and auction sites (85%).

Levels of consumer confidence have
shifted quite dramatically from last year.
While confidence in online marketplaces
remained roughly the same as our similar
research in 2018, there were differences
in the way shoppers felt about shopping
via smartphone apps and clicking
on links in search engine results.

Figure 2. Channel confidence

Link in search result

Online marketplace

75%

85%

38%

88%

Smartphone app

90%

2019
2018

59%

Figure 3. How much shopping do consumers do online?

0 - 25%
26 - 50%

23%

51 - 75%

46%
15%
16%
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76 - 100%

The online playground

Consumer confidence
While confidence might be high in
certain platforms, when it comes to using
their credit cards for online purchases,
46% still have concerns. This figure is
consistent with our 2018 research, where
nearly half of respondents had concerns.
In the 2019 research, these concerns
included hackers stealing personal data,
cited by 68% of respondents, identity
theft (62%), and theft of money (61%).

However, confidence levels differ
according to online platform. Shoppers
were most confident and comfortable
using their credit card to shop directly
on a brand website (85% confidence
rating), a reseller site that sells multiple
brands (61%), smartphone apps (60%)
and online marketplaces (58%).

Figure 4. Confidence levels – using credit cards online

85%
A brand website
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61%
A reseller site

60%
Smartphone app

58%
Online marketplaces

The online playground

Concerns are warranted
While confidence in shopping online is
high, are consumers being affected by
cybercrime? The answer is yes; 33% of
shoppers have experienced payment
card fraud, while 28% had their data stolen
during a data breach, and 19% were victims
of identity theft. In addition, shoppers
also fell foul of counterfeiters online; 31%
said they had bought a product on the
internet that turned out to be fake. While
counterfeit goods might be prevalent on
ecommerce sites, the appetite for buying
them intentionally is not large. When asked
about intentionally buying a fake, just 12%
of consumers said they had done so. The
overwhelming reason for choosing to buy a
counterfeit was, unsurprisingly, cost (68%).
As consumers continue to transact online it
becomes ever more important for brands to
ensure they are protecting both themselves
and their customers online. Consumers are
aware of the dangers, yet expect brands
to protect them from counterfeiters, keep
their data safe and mitigate the risk of fraud.
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63%
of respondents didn’t
think enough was being
done by brands, social
media platforms and online
marketplaces to protect
them from counterfeiters,
fraud and cybercrime.
Again, this finding reinforces the need
for organisations to have the right brand
protection strategies in place, both
online and offline, to address the issues
presented by such a fast-changing market.

The counterfeiting conundrum

The counterfeiting
conundrum

Counterfeiting doesn’t just affect brands and
consumers, but has an impact on the wider economy,
availability of jobs and can even fund criminal activity.
Whether fake goods are bought
intentionally or not, the fact remains that
the cost of counterfeiting is high. It
doesn’t just affect brands and
consumers, but has an impact on the
wider economy, availability of jobs and
can even fund criminal activity6 .
As mentioned, our research shows that
nearly one-third (31%) of consumers
has fallen victim to counterfeiters by
unwittingly buying a fake product online.
Interestingly, the majority of fake items
were bought through an online marketplace
(28%), a site that was believed to be the
genuine brand (16%), and a smartphone
app (13%), with marketplaces and apps
rated as some of the most trusted online
shopping platforms.
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In addition, 23% of these fake goods
were procured through social media,
whether that was via a sponsored
social media advert (9%) or clicking
on a link in a social post (14%).
Looking at similar MarkMonitor research
from 2018, 26% of fakes were bought
through online marketplaces, 17% through
smartphone apps and 30% through social
media. While the figures vary slightly in
terms of the channels the counterfeits were
purchased through, the real difference
lies in the number of fakes bought overall.
In 2018, 24% of shoppers bought a fake
in the last 12 months — a figure that
increased 29% in 2019, with 31% having
unwittingly purchased a counterfeit.

https://www.theguardian.com/money/2018/dec/03/christmas-shoppers-warned-over-rise-in-fake-goods-counterfeits

The counterfeiting conundrum

This demonstrates the threat to consumers is increasing and brands need to work harder
than ever to protect their own reputation, safeguard shoppers and mitigate the risk posed
by counterfeiters.
This sentiment also applies to social media platforms and online marketplaces;
as it stands, many already have mechanisms in place to deal with the
sale of fake products. Combatting counterfeiting then is a combined
effort between vigilant shoppers, brands and online platforms.

Figure 5. Where consumers unwittingly buy fakes

8%
Through link in
search results

13%

Smartphone
app

23%

16%

Site believed
to be genuine
brand

Social media
(advert, link in
post)

28%

Online
marketplace

In the 2019 research, one of the most
telling figures was that consumers had
bought a fake through a site they
believed to be the real brand.
This experience has a dramatic impact
on perception of the organisation and
future buying behaviour. This subject was
explored in our previous research report
MarkMonitor Online Barometer – Global
Online Shopping Survey 2018: Facts,
figures and fakery.
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The 2018 research found that once
consumers had unwittingly purchased a
counterfeit product, 27% warned family
and friends, 26% stopped spending
money on the brand, and 22% said their
perception of the brand worsened7.

https://www.markmonitor.com/g/holiday-online-shopping-survey-brand-protection-barometer-2018/

The counterfeiting conundrum

Figure 6. Top three fake products unwillingly bought online in 2019

21%

18%

Clothing and shoes

Electronic goods

In the 2019 research, the majority
(90%) of consumers who inadvertently
bought a fake took some form of action,
which reinforces the sentiment that
they need to be vigilant when buying
goods online. One-third contacted the
seller, 18% complained about the fake
online, and 15% wrote a bad review.
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12%
Beauty products

While consumers believe the responsibility
for keeping them safe from counterfeiters
lies with the genuine brand owners
(59%), social media platforms (50%)
and consumer watchdog groups (49%),
almost one in four (39%) consumers
acknowledged they have a role to play too.

Conclusion

Conclusion

Despite best efforts, the research shows consumers
are still falling foul of malicious activity online.
When it comes to social media, as the platforms
are used for more activities, not just networking,
the need for increased vigilance is clear.
The online landscape continues to
evolve, providing opportunities for
brands, consumers and cybercriminals.
Despite the threats posed by
counterfeiters and brand abusers there
are ways to mitigate them.
Consumers have a realistic view of the
dangers of interacting and shopping
online and understand the need to be
vigilant. Likewise, they also understand
the need for brands to be front and
centre when it comes to protecting
shoppers online from fraud and abuse
– something that 63% of respondents
don’t believe is happening enough.
Brands themselves know the damage
counterfeiting and cybercrime can have
and build comprehensive protection
strategies to safeguard themselves and
their customers online and offline.
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Despite best efforts, the research shows
consumers are still falling foul of malicious
activity online. When it comes to social
media, as the platforms are used for
more activities, not just networking, the
need for increased vigilance is clear.
This applies to brands, shoppers and
social media platforms themselves.
The fight against counterfeiters and
online criminals is ongoing. But the
scales can be tipped in favour of brands
and consumers with the right strategies
in place and the right relationships;
whether that is between brands and
social media platforms, law enforcement
agencies or brand protection experts.

Conclusion / Methodology

Key takeaways

Next steps

• Confidence levels are high when
it comes to shopping online

This report highlights the impact of
cybercrime, counterfeiting and brand
abuse in today’s social media age.
With consumers and organisations
significantly affected, brand protection
has never been more important. What
should brand owners consider?

• Consumers have concerns about
shopping via social media, yet
nearly one-third still do it
• Brand reputation plays a major role in
shopping decisions, as do peer reviews
• Consumers are still falling victim to
fraudsters online — whether that’s
unwittingly buying a counterfeit product
or being the victim of identity theft
• Consumers believe not enough is
being done by brands, social media
platforms and online marketplaces
to protect them from counterfeiters,
fraud and cybercrime

• Social media platforms must
be included as part of a wider
brand protection strategy
• Consumers do rely on brand
reputation when making a purchase, so
safeguarding that reputation is vital
• Working with the right brand
protection partner is vital when it
comes to identifying and taking
action against cybercriminals, brand
hijackers and counterfeiters
• Having a strategy in place to
speedily deal with removing
counterfeits, impersonation and
intellectual property infringement

Methodology
2,603 consumers were surveyed in August 2019 to gauge their attitudes and
opinions around shopping online, comfort levels using various platforms,
concerns around cybercrime, and the use of social media.
Research was conducted by independent survey firm, Vitreous World, and
data was collected via online interviews. Respondents were taken from a cross
section of countries, including the U.K., U.S., Germany, France and Italy.
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